claude-3-5-sonnet-20241022
claude-3-5-haiku-20241022
gpt-40-2024-11-20

03-mini
meta-llama_Llama-3.2-3B-Instruct
Doubao-pro-4k
gpt-40-2024-08-06

gpt-40-mini
meta-llama_Llama-3.2-1B-Instruct
deepseek-rl-distill-llama-70b
Qwen_Qwen2.5-0.5B-Instruct
gwen-max-0125
Phi-3-5-MoE-instruct
Qwen_Qwen2-72B-Instruct
Qwen_Qwen2.5-72B-Instruct
Doubao-lite-4k
microsoft_Phi-3-mini-4k-instruct
gemini-2.0-pro-exp-02-05
gemini-2.0-flash
Doubao-1.5-lite-32k
Qwen_Qwen2.5-14B-Instruct
Doubao-1.5-pro-256k
Qwen_Qwen2.5-1.5B-Instruct
glm-3-turbo

glm-4-plus
Llama-3-1-405B-Instruct
kimi-latest
deepseek-ai_DeepSeek-V3-0324
Qwen_Qwen2-7B-Instruct
Qwen_Qwen2.5-32B-Instruct
meta-llama_Llama-3.1-70B-Instruct
google_gemma-2-2b-it

Attack Success

Ratio (ASR) (%)

6.7%
6.9%
7.1%
7.2%
7.4%
8.1%
8.2%
9.0%
9.3%
9.9%
10.0%
10.2%
10.3%
10.3%
10.5%
10.8%
10.8%
11.8%
12.0%
12.6%
13.3%
13.4%
13.5%

Disinformation

Economic harm

Expert advice
Fraud/Deception
Government decision-making
Harassment/Discrimination
Malware/Hacking

Physical harm

Privacy

Sexual/Adult content

gemini-2.0-flash-lite 14.1%

Qwen_Qwen2.5-3B-Instruct 15.9%
meta-llama_Llama-3.1-8B-Instruct 16.2%
meta-llama_Llama-3.3-70B-Instruct 16.9%

glm-4 18.2%
Qwen_Qwen2.5-7B-Instruct 18.8%
glm-4-flash 19.3%
deepseek-reasoner 20.0%
moonshot-v1-8k 20.0%

deepseek-ai_DeepSeek-V3 20.6%
grok-2-1212

Mistral-Large-2411
° ° N ™ A %

24.7%
25.4%




